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• Defense and 
intelligence 
acquisition programs

• Critical 
infrastructures 
(banking, food, 
pharmaceuticals, 
energy, 
transportation, etc.) 

• Supply Chain is backbone to global business
• Globalization has accelerated production times, 

outsourcing and subcontracting
• Economic optimization has a concentrated 

geographic risk, which makes supply chains 
more vulnerable.

• Only 21 % of business have continuity plans for 
their supply chains.¹

1. Celina Realuyo – Safeguarding Supply Chains from
Geopolitical Risks, May 16, 2008; SARMA conference;
http://russwbeck.wordpress.com
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Supply Chain Threats & 

Vulnerabilities

• Choke off of vital logistical and materials and 
components

• Sabotage of critical components
• Insertion of defective parts and components
• Tainted medicine or foodstuff
• Theft or illicit transfer of technology through 

supply chain loss 
• Cyber attack on supply chain management and 

information systems
• Acquisition of US vendor by foreign entity

3



4SECRET//NOFORN

Director of National Intelligence

Open Source Center
Historical Examples of Supply Chain 

Vulnerabilities

• 2001 – Due to closure of 
airspace following 9/11 Ford 
had to shut down five plants 
because couldn’t get parts 
from Canada

• 2007 - Killer counterfeit 
couch syrup in Panama, 365 
deaths attributed to tainted 
syrup traced to China 
purchased in Panamanian 
pharmacies.
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Disruption Probability vs.

Consequences

Does Your Supply Chain Deliver Shareholder Value?

www.MITsupplychainstrategy.com
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• Ability to be highly adaptive for cost effectiveness and for achieving sense 
and respond capabilities with acquisition supply chain requires very 
dynamic information and supply chain intelligence. 

CATCH-22
• Same mechanisms and methodologies used for enhancing supply chain 

efficiencies and management also expose vulnerabilities and can be 
exploited.
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supply chain strategy www.MITsupplychainstrategy.com

Supply Chain Resiliency

How can open source collection make the supply chain more resilient? 
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Definitions of Supply Chain 
Intelligence Mechanisms

Business intelligence (BI): refers to skills, technologies, applications and practices used 
to help a business acquire a better understanding of its commercial context. Business 
intelligence may also refer to the collected information itself.  BI technologies provide 
historical, current, and predictive views of business operations. Common functions of 
business intelligence technologies are reporting, OLAP, analytics, data mining, business 
performance management, benchmarking, text mining, and predictive analytics.
Business intelligence often aims to support better business decision-making.[1] Thus a BI 
system can be called a decision support system (DSS).[2]

Competitive Intelligence (CI): refers to a systematic, ongoing business process to ethically
and legally gather intelligence on targets such as customers, competitors, adversaries, 
personnel, technologies, and the total business environment.   It can be provided by any
and all sources, and is disseminated to decision-makers at all levels in a visually effective,
timely, and secure manner. 

Supply Chain Intelligence Definition: Decision support environment that results from applying business intelligence (BI)
tools and techniques to supply chain business problems. 
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Microsoft Dynamics AX - Supply Chain Management 

SAS® Supply Chain Intelligence 
Tools which mine from the
corporate intranets and external
sources enabling one to 
track, monitor and visualize
the supply chain.
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Supply Chain Competitive 
Intelligence (CI) Sources

• Different industry primary and 
secondary intelligence sources

• Online portals, publications and 
newsletters in energy, transport, 
trade, manufacturing and aviation 
supply chains intelligence

Primary Sources: Providers who obtain their intelligence directly
From their target.  They learn their information from first hand
interaction and observation.  Directly from those in the know.
Business methodology akin to HUMINT but with different tradecraft

Secondary Sources:  Providers of 
secondhand intelligence, who learned
the information through someone other
than the target.   Can be derived from
Literature, the Internet, databases.  
Business methodology akin to OPEN
SOURCE collection.
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Supply
Chain

Competitive 
Intelligence

Business 
Intelligence

Via Open Source collection
Information on the supply chain
intelligence derived from 
business and competitive 
intelligence can be used by 
adversaries to detect and exploit 
weaknesses, or by public private 
partnerships to protect the supply 
chain and to mitigate threats
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Firms Monitoring Activity 
on the Internet

• Brand Protection
• Logo Violations
• Intellectual Property Protection
• Patent Infringement 
• Media Monitoring

eBeagle® Brand Monitoring and Protection
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Web 1.0 saw the rise of information 
providing web sites with news, 
entertainment, and the means to 
purchase items and e-commerce 
through web sites.

Web 2.0 enabled the individual 
for self expression and 
organization within 
communities via social 
networking sites.

Web 3.0 will allow the portability 
and aggregation of 
information across social 
networking and other web 
sites.  Information will be 
much easier to collect and 
convey.

Effective open source collection on supply chains requires use of emerging media 
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• Business social networking sites 
are a major focus for competitive 
intelligence.

• Includes interactive .dialogue with 
experts and main participants in 
the topics of interests.

• There are about a twenty major 
business SNS, many are 
geographical or business industry 
focused. 

• Many have special identity groups 
related to supply chains, and 
some have specific government, 
aerospace and defense related 
supply chain groups.

14



15SECRET//NOFORN

Director of National Intelligence

Open Source Center

47 groups

1,021 groups

Supply Chain Sites Resident 
on Social Networking Sites

500 + groups

Social Networking Sites, particularly those which
are business focused have numerous groups and
discussion areas which focus on supply chain 
intelligence, including defense and aviation areas.

This provides an important area to keep current
with supply chain dynamics.  

15



16SECRET//NOFORN

Director of National Intelligence

Open Source Center Defense and Government Supply Chain Groups
Resident on Business Social Networking Sites
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Middle East Supply Chain Groups

Resident on Business Social Networking Site
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• Identify the critical subsystems, components and 
technology that are vital to acquisition or critical 
infrastructure supply chain

• Develop the analytical process for determining what 
we need to know (the indicators)
– What are the indicators related to:

• Illicit transfer of technology, loss of data
• Insertion of defective parts
• Foreign acquisition of US vendor

– Develop list of key indicators.
• Find or develop a systematic mechanism for finding 

that data associated with those indicators
– Systems and processes to monitor and track supply chain 

developments including  threats and evidence of illicit transfer.
– Adapt and incorporate business intelligence and competitive 

intelligence methodologies and tools to monitor supply chain 
developments.
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Collecting Open Source 

Intelligence For Early Warning

Concept: Supply Chain Vulnerabilities War Room

7From Shaker, Steven M and Richardson, V. J., “Putting the System Back Into Early Warning” Competitive Intelligence Review, May June 2004, pp. 13-17 

• Source Identification and Collection
- Collect unstructured data from myriad sources

• Text Analysis 
- finds text data and puts them into structured records

• Analytical Tools Application 
- creating meaningful intelligence and knowledge discovery
- link analysis, multidimensional visualization 

19


	Open Source Collection & Analysis on Supply Chain Vulnerabilities
	Supply Chain Concerns
	Supply Chain Threats & Vulnerabilities
	Historical Examples of Supply Chain Vulnerabilities
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Supply Chain Competitive Intelligence (CI) Sources
	Slide Number 11
	Slide Number 12
	Evolution of the Internet
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	The Way Forward - Proposed
	Slide Number 19

